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CHECKLIST

«Connection to CMS Web Site
«http://mygoldrush.co.za: 107
ehttp://192.168.0.150:107

*CM Client Organisations Service
+CM Client Security Service

+CM Client Transactions Service
*MIDAS Software Updates Service

*SQL Server (SQLEXPRESS)
ePostgreSQL 11.0-1 Server
*pgAdmin 4

PEWEBERES .51 Server Management Studio

*C:\CMSLogs
«Event Viewer

*Windows Task Schedule Job:
eBackups Stored in C:\CMBackups

Backups




* Open Any Web Browser and navigate to the following web sites:

»  (For Branches on the Goldrush WAN)

» http://mygoldrush.co.za:107 and; USAGE:
e http://192.168.0.150:107 The System connects to the Head
*  (For Branches not on the Goldrush WAN Office Web Services to:
*  http://mygoldrush.co.za:107 » Synchronise User Accounts
» Synchronise User PWDs and Roles
The Browser should navigate to the site below without any error or failure. » Organisation / Branch Info

» Transactions

» EFT Requests
rush s + Document Requests
* Adjustments

» Variances

* Etc.

The Windows Services conduct these
activities at the f.f.g. frequencies:

Forgot Password

) Transactions - 15 mins
S User and Sec. - 1 Hour
Branch Info - 1 Hour

To Force a Re-Synch. either restart the
Services or the Machine and thereafter
wait 15 mins

Fasswordg.

NB: Record any Errors (if any) as this
will be useful when resolving any
faults.



http://mygoldrush.co.za:107/
http://192.168.0.150:107/
http://mygoldrush.co.za:107/

e Control Panel -> Administrative Tools -> Services

(or run Services.msc from command line with “Administrative rights)

» Ensure the following services are running: (Start the Services if they’re not)

PostgreSQL 11.0-1 Server

SQL Server (SQLEXPRESS)

MIDAS Software Updates Service
CM Client Security Service

CM Client Organisations Service
CM Client Transactions Service

e Services

File LAction View Help

= | FEG= H&E| » @ n e
—5 Serwices (Local) . Services (Local)
-~
CM Client Transactions Service Mame

54 Bluetooth Support Service

2k Bluetooth User Support Service_1c304e9
2k Bonjour Service

Lk BranchCache

5k Capability Access Manager Service

Description:
CM Client Transactions Service

5k CaptureService_1c304=9

2k Certificate Propagation

22k Client License Service (ClipSViC)

2k CloudBerry Remote fAssistant Service

L CM Client Organisations Service
L CM Client Security Service

M Client Transactions Service
L CMG Key Isolation
2k COM+ BEwvent System
5h COM+ Systermn Application

54k Computer Browser
2k Connected Devices Platform Service
22k Connected Devices Platform User Service 1c304e9
£k Connected User Experiences and Telemetny
5k Contact Data_1c304e9
5k CoreMessaging
«

\ Extended _;(lStarldard _f

USAGE:

The System connects to the Head
Office Web Services to:

» Synchronise User Accounts

» Synchronise User PWDs and Roles
» Organisation / Branch Info

» Transactions

» EFT Requests

» Document Requests

» Adjustments

» Variances

+ Etc.

The Windows Services conduct these
activities at the f.f.g. frequencies:

Transactions - 15 mins
User and Sec. - 1 Hour
Branch Info - 1 Hour

To Force a Re-Synch. either restart the
Services or the Machine and thereafter
wait 15 mins

NB: Record any Errors (if any) as this
will be useful when resolving any
faults.




Database Checks: USAGE:

Opening the postgreSql Database
server and Expanding without error

. PostgreSQL Databases indicates that the databases are
*  Open pgAdmin 4 via Start -> Run -> “type in pgAdmin” operational.
M i NB: Record any Errors (if any) as this
will be useful when resolving any
Best match faults.

w pgAdmin 4 v4
App

The System will open a Browser and Navigate to the Database Management Site
Enter the Database Password

“ = C @ 127.0.0.1:58970/browser/ o |

Please enter your master password.
This is required to unlock saved passwords and reconnect to the database server(s).

Password l | ]

‘TH T Reset Master Password ® Cancel |




PostgreSQL Databases

= = 4 G 127.0.0.1:58970/browser,

Tools ~

File ~ Object ~

Browser = EE T= Dashboard
~ == Servers (3)

> EXLocaL *
~ (§¥ PostgreSQL 10 I
E;? g Databases (6) v General
» =*pqcCConfigurations D
> =*pic_cashmManagement
> =*pAC_CashManagement_§ MName
> =¥p4C_DocumentRepositor
> =¥pC_Organisations Server ty|
> = postgres .
> &b Login/Group Roles Version
» [, Tablespaces Commen

> =¥grgorbdev

Database Checks:

Click on Each of the Database

Each Database should expand without error as illustrated below :

~ = Servers (3)
> =FfLocaL
~ ¥ PostgresaL 10
v == Databases (6)

~ m::nhguratlons
> @ casts
> 4 Catalogs
> [ Event Triggers
> 5] Extensions
> = Foreign Data Wrag
¥ = Languages
> @2 Schemas

v = MC_CashManagemer
> @ casts
> 4 Catalogs
> [ Event Triggers
> 5] Extensions
> = Foreign Data Wraf

Expand Servers and Select the “Postgres XX”, Expand the Databases List as illustrated:

~ General

Database
oID
Qwner

Comment

w Security

Feinsilmmmes

USAGE:

Opening the postgreSql Database
server and Expanding without error
indicates that the databases are
operational.

NB: Record any Errors (if any) as this
will be useful when resolving any
faults.

MC_CashManage




Database Checks:

» SQL Server Express (Security Database)

*  Open Sql Server Management Studio via Start -> Run -> “type in Sql Server Management Studio ”

O @

Best match

I 1 Microsoft SQL Server Management I
App

Apps

« The System will open a Browser and Navigate to the Database Management Site

 Enter the Database Password

USAGE:

Opening the SQL Server Database
server and Expanding without error
indicates that the databases are
operational.

NB: Record any Errors (if any) as this
will be useful when resolving any
faults.

I;I? Connect to Server

SQL SEI’VEI’ Defaults to Local Sql
Server Express

Authentication

v
]

Servertype: Database Engi
Server name: |
Authentication: QL Server Authentication
Login: Isa—Enter Login Credentials
Password:
Select SQL Server ] Remember password




Database Checks:

» SQL Server Express (Security Database)
» Expand Server -> Databases and Select the “MC_Security”, Expand the Database List as illustrated: USAGE:

Opening the Database server and
Expanding without error indicates that

47 Microsoft SQL Server Management Studio the databases are operational.
Eile  Edit View Debug Jools Window  Help

OB -0 BNy BR R R NB: Record any Errors (if any) as this
will be useful when resolving any
faults.

Object Explorer
Connect~ F *¥ ¢ M
=l ] RIKIMSILTPASQLEXPRESS (SQOL Server 14.0.1000 - sa)
= Databases
Systern Databases

Database Snapshots
= @ MC_Security

Database Diagrams
Tables
Views

Mo Errors Should be
Displayed

External Rescurces
Synonyms
Programrnability

Service Broker

Storage

Security
MIDAS

Do e @EB@

&3]




System Logs:

The System Uses two type of methods to log issues:
* General operations and issues are Logged to File -> The Log Files are stored in “C:\CMSLogs”
»  Critical Errors are logged to System Event Viewer

Go to the Log Files to determine the causes of issues that might be experienced with the Application
The System Logs to the following files located in the Directory “C:\CMSLogs”:

USAGE:

Opening the Database server and
Expanding without error indicates that
the databases are operational.

NB: Record any Errors (if any) as this
will be useful when resolving any
faults.

“Cash Management Console.txt” CMS Console Errors

“OrbitalSecuritySynch.txt” - Security Synchronisation Errors

“CMClientOrganisationsSynch. txt” - Synch. of Branch Info, User, Roles, Application Info operations
and issues

“CMTransactionActivitiesSynch.txt” - Transactional Operations and Transactional issues
“CMEFTRequestsSynch.txt” - EFT Requests Operations and issues
“CMBranchDocumentAdjustmentsSynch. txt” - Document Update Operations and issues
“CMMidasDeductionsSynch.txt” - MIDAS Variances operations and issues
“CMSurveillanceRequestsSynch.txt” - Surveillance Requests operations and issues
“CMTreasuryAdjustmentsSynch.txt” - Treasury Adjustments operations and issues

Go to either of the Log Sources in the event of issues.
Read the Log Message and determine what the issue is and take the necessary action
to resolve the issue.




How to Read the Log Files:

| Cash Management Console.t - Notepad - O x

File Edit Format View Help

(2620-07-10 10:56:59 43RS | INFOfCash Management ConsolelOperator Data Received ¢ Type of Operation and FUnction being done 2
20878 Date and Time 4661 | INFO | C3slsource isole|Processing Data Received

2020-07-10 10:36:59.4661|INFO|Cash Management Console|Person - XX12345 - 12345
2020-07-10 10:37:24.2646|ERROR| Cash Management Console|System.Data.Entity.Core.EntityExceptionf The underlying provider failed on Open. ---> Devar
at Devart.Data.PostgreSgl.j.a(PgSqlConnection A @)
at Devart.Data.PostgreSql.j..ctor(PgSqlConnectionOptions A @, PgSglConnection A 1)
at Devart.Data.PostgreSql.ai.a(a4 A @, Object A 1, DbConnectionBase A_2)
at Devart.Common.DbConnectionFactory.a(DbConnectionPocl A @, a4 A 1, DbConnectionBase A 2) DETAILS OF THE ERROR
at Devart.Common.DbConnectionPool.a(DbConnectionBase A @)
at Devart.Common.DbConnectionPool.GetObject(DbConnectionBase owningConnection)
at Devart.Common.DbConnectionFactory.b(DbConnectionBase A @)
at Devart.Common.DbConnectionClosed.Open(DbConnectionBase outerConnection)
at Devart.Common.DbConnectionBase.Open()
at Devart.Data.PostgreSql.PgSqlConnection.Open()

USAGE:

The Log Files indicate what the
services were doing at specific point in
time. They provide detailed error
messages of what and where errors
were experienced.

NB: Copies of log files will be useful
when resolving any faults.




Data Backups:

+ Data Backups are done on a daily basis at 3:00AM via a Windows Task Scheduler job:
*  Open Windows Task Scheduler via “Start” ->type in Task Scheduler
* Select and Run Task Scheduler as Administrator (as illustrated below)
* The CMSCLientBackup Task runs a batch file “C:\CMSTemplates\CMSClient_DailyBackup.bat

O &
Best match

J_ Task Scheduler
"’ Desktop app

Lch Run as administrator

La Run as different user

Task Scheduler
File Action View Help

. Open the “CMSClientBackup” Job from the List of Tasks by <= = | 1 =1 H
double-clicking on the Name of the Task

Task Scheduler (Local)

_ Mame Status Triggers
© _ Task Scheduler Library
(T Adobe Acro...  Ready Multiple triggers defined
U] CMSClientB... At 03:00 every day

(BiCreateFxplor.. Running When the task is created or mo
(T GoogleUpda... Ready Multiple triggers defined

(5 GoogleUpda... Ready At 11:42 every day - After trigg
i® User_Feed_5... Ready At 20001 every day - Trigger ex




Data Backups:

» Select the “History” Tab to view the status of Jobs that have previously run.
* Check if all Jobs were completed successfully

(= CMSClientBackups Properties (Local Computer) et

General Triggers Actions Conditions Settings History

¥  Mumber of events: 37

Lewvel Date and Time Ewvent... Task Category Operational Code  Correla ™
- Information  2020/07/13 14:17:13 140 Task registration updated
Information  2020/07/13 14:12:39 140 Task registration updated  Info
ﬂ' wh el e Tela LA * .40 L |

L] LRl E=1 ]

G:} Information  2020/07/11 21:23:26 102 Task completed (2] 2905a5
@Infurmation 2020/07/11 21:23:26 201 Action completed (2] 2905a5
L) Information  2020/07/11 21:23:14 110 Task triggered by user Info 2905a5
ml_.ﬂ____l.:__ AT SAVT A9 TI4.T1Ti.1 A ThR [ T - SR [ | F4% TWRNE _ T
< >
Ewvent 140, TaskScheduler >
General Details
~
User "GRGORBITAL Administrater” updated Task Scheduler task "WCMS5ClientBackups"
Log Mame: Microsoft-Windows-TaskScheduler/Cperaticonal W)

| oK |  cancel




ta Backups:

The Scheduled task takes a backup of the Databases and stores the backups in the
C:\CMBackups directory.

The Task will keep at least 3 Days of backups

The “C:\CMBackups folder can be copied out of the machine for permanent storage

me Share Wiew

A | s ThisPC » Local Disk (C:) » CMBackups »

#
Mame Date modified CHECK DATESTO =
coess ENSURE BACKUPS
4 202070711 212 WERE SUCCESSFUL
¥
2 2020007711 21:31 File folder
oads ol 202000711 21:31 BACKLP File 2 809 KB
nents #* D MIDAS_HR.backup 2020407711 21:32 BACKUP File THEB
=3 + D MIDAS_HR_Applications.backup 2020007711 21:32 BACKLUP File &6 KB

gs D MIDAS_HRApplicatienActions.backup
| | MIDAS_Organisations.backup

| MIDAS_Security.bak

D MidasConfigurations.backup

D Orbital_DocumentRepository.backup

2020/07/11 21:32 BACKUP File 33 KB
2020/07/11 21:31 BACKUP File 432 KB
2020/07/11 21:32 BAK File 10 356 KB
2020/07/11 21:31 BACKUP File 115 KB
2020/07/11 21:31 BACKUP File 112 KB

|
REITAL

Disk (C:)

ierts



